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Executive Summary

Vulnerability Summary

1 Critical 1 Partially Resolved

Critical risks are those that impact the safe functioning of

a platform and must be addressed before launch. Users

should not invest in any project with outstanding critical

risks.

1 Major 1 Acknowledged
Major risks can include centralization issues and logical

errors. Under specific circumstances, these major risks

can lead to loss of funds and/or control of the project.

0 Medium
Medium risks may not pose a direct risk to users’ funds,

but they can affect the overall functioning of a platform.

8 Minor 3 Partially Resolved, 5 Acknowledged

Minor risks can be any of the above, but on a smaller

scale. They generally do not compromise the overall

integrity of the project, but they may be less efficient than

other solutions.

5 Informational 5 Acknowledged

Informational errors are often recommendations to

improve the style of the code or certain operations to fall

within industry best practices. They usually do not affect

the overall functioning of the code.

SUMMARY LIVEGREENCOIN

CertiK Verified on Jan 30th, 2023

Livegreencoin

The security assessment was prepared by CertiK, the leader in Web3.0 security.

TYPES

DeflationaryToken

ECOSYSTEM

Other

METHODS

Manual Review, Static Analysis

LANGUAGE

Solidity

TIMELINE

Delivered on 01/30/2023

KEY COMPONENTS

N/A

CODEBASE
https://bscscan.com/address/0x3496212ec43cc49f5151ec4405efd4975

e036f89

...View All

15
Total Findings

0
Resolved

0
Mitigated

4
Partially Resolved

11
Acknowledged

0
Declined

0
Unresolved

https://bscscan.com/address/0x3496212ec43cc49f5151ec4405efd4975e036f89


TABLE OF CONTENTS LIVEGREENCOIN

Summary

Executive Summary

Vulnerability Summary

Codebase

Audit Scope

Approach & Methods

Review Notes

Review Notes

Findings

CTC-01 : Lack Of Access Control

CTC-02 : Centralization Related Risks

CTC-03 : Unsafe Integer Cast

CTC-04 : Usage of `transfer`/`send` for sending Ether

CTC-05 : Unchecked ERC-20 `transfer()`/`transferFrom()` Call

CTC-06 : Contract gains non-withdrawable ETH via the `swapAndLiquify` function

CTC-07 : Potential Issue in Fee Charging

CTC-08 : Raising Minimum Token Balance For Dividends Does Not Update Dividend Recipients

CTC-09 : Addresses Meant To Be Excluded From Dividends May Not Be Excluded

CTC-10 : Improper Use of Try/Catch When Setting Balances

CTC-11 : Missing Zero Address Validation

CTC-12 : Unused Return Value

CTC-13 : Updating `_uniswapV2Pair` Without Checking Existence

CTC-14 : Missing Emit Events

CTC-15 : Incorrect `swapTokensAtAmount` Value

Optimizations

CTC-16 : Unnecessary Use of SafeMath

CTC-17 : Variables That Could Be Declared as Immutable

Appendix

Disclaimer

TABLE OF CONTENTS LIVEGREENCOIN



CODEBASE LIVEGREENCOIN

Repository

https://bscscan.com/address/0x3496212ec43cc49f5151ec4405efd4975e036f89

CODEBASE LIVEGREENCOIN

https://bscscan.com/address/0x3496212ec43cc49f5151ec4405efd4975e036f89


AUDIT SCOPE LIVEGREENCOIN

0 files audited

ID File SHA256 Checksum

AUDIT SCOPE LIVEGREENCOIN



APPROACH & METHODS LIVEGREENCOIN

This report has been prepared for Livegreencoin to discover issues and vulnerabilities in the source code of the

Livegreencoin project as well as any contract dependencies that were not part of an officially recognized library. A

comprehensive examination has been performed, utilizing Manual Review and Static Analysis techniques.

The auditing process pays special attention to the following considerations:

Testing the smart contracts against both common and uncommon attack vectors.

Assessing the codebase to ensure compliance with current best practices and industry standards.

Ensuring contract logic meets the specifications and intentions of the client.

Cross referencing contract structure and implementation against similar smart contracts produced by industry

leaders.

Thorough line-by-line manual review of the entire codebase by industry experts.

The security assessment resulted in findings that ranged from critical to informational. We recommend addressing these

findings to ensure a high level of security standards and industry practices. We suggest recommendations that could better

serve the project from the security perspective:

Testing the smart contracts against both common and uncommon attack vectors;

Enhance general coding practices for better structures of source codes;

Add enough unit tests to cover the possible use cases;

Provide more comments per each function for readability, especially contracts that are verified in public;

Provide more transparency on privileged activities once the protocol is live.

APPROACH & METHODS LIVEGREENCOIN



REVIEW NOTES LIVEGREENCOIN

Review Notes

Overview

Livegreencoin is an ERC20 token which will charge a fee when transferring tokens. Some of these fees will be distributed to

token holders, some will be swapped and add liquidity to the uniswap pair.

Note: Due to a vulnerability that we found in the deployed contract (Finding CTC-01), the team decided to remove logic

concerning dividends by setting the reward fees to 0 in the following transactions:

Buy Fees

Sell Fees

Users should note that if the reward fees are ever set to be positive in the future, the vulnerability in finding CTC-01 still

applies.

External Dependencies

The scope of the audit treats third-party entities as black boxes and assumes their functional correctness. However, in the

real world, third parties can be compromised and this may lead to lost or stolen assets.

There are a few depending injection contracts or addresses in the current project:

rewardToken , uniswapV2Router  for contract CoinToken ;

We assume these vulnerable actors and implement proper logic to collaborate with the current project.

Privileged Roles

The following roles are adopted to enforce the access control:

Role _owner  is adopted to update configurations of the contract CoinToken ,

To improve the trustworthiness of the project, dynamic runtime updates in the project should be notified to the community.

Any plan to invoke the aforementioned functions should be also considered to move to the execution queue of Timelock

contract.

REVIEW NOTES LIVEGREENCOIN
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FINDINGS LIVEGREENCOIN

This report has been prepared to discover issues and vulnerabilities for Livegreencoin. Through this audit, we have

uncovered 15 issues ranging from different severity levels. Utilizing the techniques of Manual Review & Static Analysis to

complement rigorous manual code reviews, we discovered the following findings:

ID Title Category Severity Status

CTC-01 Lack Of Access Control Logical Issue Critical Partially Resolved

CTC-02 Centralization Related Risks
Centralization /

Privilege
Major Acknowledged

CTC-03 Unsafe Integer Cast Logical Issue Minor Partially Resolved

CTC-04
Usage Of transfer  / send  For Sending

Ether
Volatile Code Minor Acknowledged

CTC-05
Unchecked ERC-20 transfer()  /

transferFrom()  Call
Volatile Code Minor Acknowledged

CTC-06
Contract Gains Non-Withdrawable ETH Via

The swapAndLiquify  Function
Logical Issue Minor Acknowledged

CTC-07 Potential Issue In Fee Charging Logical Issue Minor Acknowledged

CTC-08

Raising Minimum Token Balance For

Dividends Does Not Update Dividend

Recipients

Inconsistency Minor Partially Resolved

CTC-09
Addresses Meant To Be Excluded From

Dividends May Not Be Excluded
Inconsistency Minor Acknowledged

CTC-10
Improper Use Of Try/Catch When Setting

Balances

Language

Specific
Minor Partially Resolved

FINDINGS LIVEGREENCOIN

15
Total Findings

1
Critical

1
Major

0
Medium

8
Minor

5
Informational
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ID Title Category Severity Status

CTC-11 Missing Zero Address Validation Volatile Code Informational Acknowledged

CTC-12 Unused Return Value Volatile Code Informational Acknowledged

CTC-13
Updating _uniswapV2Pair  Without

Checking Existence
Volatile Code Informational Acknowledged

CTC-14 Missing Emit Events Coding Style Informational Acknowledged

CTC-15 Incorrect swapTokensAtAmount  Value Inconsistency Informational Acknowledged

FINDINGS LIVEGREENCOIN
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CTC-01 LACK OF ACCESS CONTROL

Category Severity Location Status

Logical Issue Critical CoinToken.sol: 1178~1206 Partially Resolved

Description

The function MAPSet()  and MAPRemove()  can be called by anyone as they have no access restriction. Anyone can call the

MAPSet()  function to become a token holder or call the MAPRemove()  function to remove other holders from the map.

function MAPSet(address key, uint val) public { 

        if (tokenHoldersMap.inserted[key]) { 

            tokenHoldersMap.values[key] = val; 

        } else { 

            tokenHoldersMap.inserted[key] = true; 

            tokenHoldersMap.values[key] = val; 

            tokenHoldersMap.indexOf[key] = tokenHoldersMap.keys.length; 

            tokenHoldersMap.keys.push(key); 

        } 

    } 

    function MAPRemove(address key) public { 

        if (!tokenHoldersMap.inserted[key]) { 

            return; 

        } 

        delete tokenHoldersMap.inserted[key]; 

        delete tokenHoldersMap.values[key]; 

        uint index = tokenHoldersMap.indexOf[key]; 

        uint lastIndex = tokenHoldersMap.keys.length - 1; 

        address lastKey = tokenHoldersMap.keys[lastIndex]; 

        tokenHoldersMap.indexOf[lastKey] = index; 

        delete tokenHoldersMap.indexOf[key]; 

        tokenHoldersMap.keys[index] = lastKey; 

        tokenHoldersMap.keys.pop(); 

    }

Proof of Concept

We write the proof of concept based on truffle framework:

CTC-01 LIVEGREENCOIN
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it("test lack of access control",async()=>{ 

        let MockERC20 = artifacts.require("ERC20"); 

        let erc20 = await MockERC20.new("usdt","usdt"); 

        let TokenDividendTracker = artifacts.require("TokenDividendTracker"); 

        let instance = await TokenDividendTracker.new(erc20.address,1000); 

        let vaule0 = await instance.MAPGet(accounts[1]); 

        let vaule1 = await instance.MAPGet(accounts[2]); 

        console.log("%s has %d values and %s has %d 

values",accounts[1],vaule0,accounts[2],vaule1); 

        console.log("anyone can call MAPSet to set token holders"); 

        await instance.MAPSet(accounts[1],100); 

        await instance.MAPSet(accounts[2],200); 

        let vaule2 = await instance.MAPGet(accounts[1]); 

        let vaule3 = await instance.MAPGet(accounts[2]); 

        console.log("now %s has %d vaules and %s has %d 

values",accounts[1],vaule2,accounts[2],vaule3); 

        console.log("anyone can call  MAPRemove to remove token holders"); 

        await instance.MAPRemove(accounts[1]); 

        let vaule4 = await instance.MAPGet(accounts[1]); 

        console.log("after remove %s has %d values",accounts[1],vaule4); 

})

We first call MAPSet  to set token holders and print their values and then call MAPRemove  to remove one of the holders. The

result is shown as below:

0xD8c83d483bd39cD2Aa64bd767fee0D6900D4F47a has 0 vaules and 

0x60cfcD7029540Bf62148F6011C60d8Cb02BBC493 has 0 values 

anyone can call MAPSet to set token holders 

now 0xD8c83d483bd39cD2Aa64bd767fee0D6900D4F47a has 100 vaules and 

0x60cfcD7029540Bf62148F6011C60d8Cb02BBC493 has 200 values 

anyone can call  MAPRemove to remove token holders 

after remove 0xD8c83d483bd39cD2Aa64bd767fee0D6900D4F47a has 0 vaules 

    ✔ test lack of access control (773ms)

We can see that both callings for MAPSet  and MAPRemove  are successful.

Recommendation

Consider adding a modifier to control who can call these functions.

Alleviation

[Livegreencoin, 01/30/2023]: As the contract is already deployed, the team decided to resolve the issue by removing the

dividend functionality from the project.

This was done by setting the reward fees to 0 in the following transactions:

CTC-01 LIVEGREENCOIN
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Buy Fees

Sell Fees

The new whitepaper is under preparation. The dividend part will be transformed and these tokens can be received as part of

a staking pool. The staking pool will consist of the marketing fee. The few hundred dollars in the contract account cannot be

withdrawn through the claim process and this is the case with several tokens as well. Furthermore, the owner will be

transferred to a multi-sign wallet.

[CertiK, 01/30/2023]: The team set the buy and sell fees to 0 to disable the dividends portion of the project. Therefore, token

holders are not able to receive rewards as expected. Furthermore, as the dividend contract holds 5,847,944,487,600,130

Hungarian Vizsla Inu (HVI), the attacker can exploit the aforementioned vulnerability to lock the tokens in the dividend

contract.

The reason why this issue is only partially resolved is because if the reward fees are ever set to be positive in the future, this

vulnerability will apply again.

CTC-01 LIVEGREENCOIN
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CTC-02 CENTRALIZATION RELATED RISKS

Category Severity Location Status

Centralization

/ Privilege
Major

CoinToken.sol: 33, 37, 821, 980, 984, 994, 1085, 1149, 1347,

1351, 1360, 1367, 1375, 1379, 1384, 1400, 1407, 1431, 1482, 

1492, 1496, 1500, 1509

Acknowledged

Description

In the contract CoinToken  the role _owner  has authority over the functions shown in the diagram below. Any compromise

to the _owner  account may allow the hacker to take advantage of this authority.

CTC-02 LIVEGREENCOIN
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Authenticated Role

Function

Function

State Variables

Function

Function

State Variables

Function Calls

Function

State Variables

Function

State Variables

Function Calls

Function

State Variables

Function Calls

Function Calls

Function

State Variables

Function

Function Calls

Function

Function Calls

Function Calls

_owner

setAutomatedMarketMakerPair

setBuyTaxes

excludeFromFees

setSelTaxes

setDeadWallet

swapManual

updateUniswapV2Router

setMarketingWallet

updateGasForProcessing

setSwapTokensAtAmount

_setAutomatedMarketMakerPair

buyMarketingFee

buyLiquidityFee

buyTokenRewardsFee

buyDeadFee

sellDeadFee

sellTokenRewardsFee

sellMarketingFee

sellLiquidityFee

deadWallet

swapping

swapAndSendDividends

balanceOf

swapAndLiquify

swapAndSendToFee

uniswapV2Pair

uniswapV2Router

IUniswapV2Router02

IUniswapV2Factory
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State Variables

State Variables

Function

Function

Function

Function

Function

updateClaimWait

EnemyAddress

excludeMultipleAccountsFromFees

excludeFromDividends

updateMinimumTokenBalanceForDividends

_marketingWalletAddress

gasForProcessing

swapTokensAtAmount

In the contract DividendPayingToken  the role _owner  has authority over the functions shown in the diagram below. Any

compromise to the _owner  account may allow the hacker to take advantage of this authority.

Authenticated Role Function

State Variables

Function Calls

_owner distributeCAKEDividends

magnifiedDividendPerShare

totalDividendsDistributed

totalSupply

In the contract Ownable  the role _owner  has authority over the functions shown in the diagram below. Any compromise to

the _owner  account may allow the hacker to take advantage of this authority.

Authenticated Role

Function

Function
Function Calls

_owner

transferOwnership

renounceOwnership
_transferOwnership

In the contract TokenDividendTracker  the role _owner  has authority over the functions shown in the diagram below. Any

compromise to the _owner  account may allow the hacker to take advantage of this authority.

CTC-02 LIVEGREENCOIN



Function

Function Calls

Function Function Calls

Function

Function Calls

Authenticated Role

Function Calls

Function
State Variables

Function State Variables

excludeFromDividends

MAPRemove

_setBalance

processAccount _withdrawDividendOfUser

setBalance MAPSet

_owner

setMinimumTokenBalanceForDividends

updateClaimWait

minimumTokenBalanceForDividends

claimWait

Recommendation

The risk describes the current project design and potentially makes iterations to improve in the security operation and level of

decentralization, which in most cases cannot be resolved entirely at the present stage. We advise the client to carefully

manage the privileged account's private key to avoid any potential risks of being hacked. In general, we strongly recommend

centralized privileges or roles in the protocol be improved via a decentralized mechanism or smart-contract-based accounts

with enhanced security practices, e.g., multisignature wallets. Indicatively, here are some feasible suggestions that would

also mitigate the potential risk at a different level in terms of short-term, long-term and permanent:

Short Term:

Timelock and Multi sign (⅔, ⅗) combination mitigate by delaying the sensitive operation and avoiding a single point of key

management failure.

Time-lock with reasonable latency, e.g., 48 hours, for awareness on privileged operations; 

AND

Assignment of privileged roles to multi-signature wallets to prevent a single point of failure due to the private key

compromised; 

AND

A medium/blog link for sharing the timelock contract and multi-signers addresses information with the public

audience.

Long Term:

Timelock and DAO, the combination, mitigate by applying decentralization and transparency.

CTC-02 LIVEGREENCOIN



Time-lock with reasonable latency, e.g., 48 hours, for awareness on privileged operations; 

AND

Introduction of a DAO/governance/voting module to increase transparency and user involvement. 

AND

A medium/blog link for sharing the timelock contract, multi-signers addresses, and DAO information with the public

audience.

Permanent:

Renouncing the ownership or removing the function can be considered fully resolved.

Renounce the ownership and never claim back the privileged roles. 

OR

Remove the risky functionality.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-03 UNSAFE INTEGER CAST

Category Severity Location Status

Logical Issue Minor CoinToken.sol: 1031, 1039, 1168 Partially Resolved

Description

1031                 iterationsUntilProcessed = 

index.sub(int256(lastProcessedIndex));

The type conversion int256(lastProcessedIndex)  from type uint256 to type int256 may flip the value's sign.

1039                 iterationsUntilProcessed = 

index.add(int256(processesUntilEndOfArray));

The type conversion int256(processesUntilEndOfArray)  from type uint256 to type int256 may flip the value's

sign.

1168         return int(tokenHoldersMap.indexOf[key]);

The type conversion int256(tokenHoldersMap.indexOf[key])  from type uint256 to type int256 may flip the value's

sign.

Recommendation

We advise checking the bounds of integer values before casting, so the values will not be truncated or flip the sign.

Alternatively, the SafeCast library from OpenZeppelin can be used in place of type casting.

Reference: https://github.com/OpenZeppelin/openzeppelin-

contracts/blob/71aaca2d9db465560213740392044b2cd3853a3b/contracts/utils/math/SafeCast.sol

Alleviation

[Livegreencoin, 01/30/2023]: As the contract is already deployed, the team decided to resolve the issue by removing the

dividend functionality from the project.

This was done by setting the reward fees to 0 in the following transactions:

CTC-03 LIVEGREENCOIN
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Buy Fees

Sell Fees

The new whitepaper is under preparation. The dividend part will be transformed and these tokens can be received as part of

a staking pool. The staking pool will consist of the marketing fee. The few hundred dollars in the contract account cannot be

withdrawn through the claim process and this is the case with several tokens as well. Furthermore, the owner will be

transferred to a multi-sign wallet.

[CertiK, 01/30/2023]: The team set the buy and sell fees to 0 to disable the dividends portion of the project. Therefore, token

holders are not able to receive rewards as expected. Furthermore, as the dividend contract holds 5,847,944,487,600,130

Hungarian Vizsla Inu (HVI), the attacker can exploit the aforementioned vulnerability to lock the tokens in the dividend

contract.

The reason why this issue is only partially resolved is because if the reward fees are ever set to be positive in the future, this

vulnerability will apply again.
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CTC-04 USAGE OF transfer  / send  FOR SENDING ETHER

Category Severity Location Status

Volatile Code Minor CoinToken.sol: 1341 Acknowledged

Description

It is not recommended to use Solidity's transfer()  and send()  functions for transferring Ether, since some contracts

may not be able to receive the funds. Those functions forward only a fixed amount of gas (2300 specifically) and the

receiving contracts may run out of gas before finishing the transfer. Also, EVM instructions' gas costs may increase in the

future. Thus, some contracts that can receive now may stop working in the future due to the gas limitation.

1341         payable(_node).transfer(msg.value);

CoinToken.constructor  uses transfer() .

Recommendation

We recommend using the Address.sendValue()  function from OpenZeppelin.

Since Address.sendValue()  may allow reentrancy, we also recommend guarding against reentrancy attacks by utilizing

the Checks-Effects-Interactions Pattern or applying OpenZeppelin ReentrancyGuard.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.

CTC-04 LIVEGREENCOIN
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CTC-05 UNCHECKED ERC-20 transfer()  / transferFrom()  CALL

Category Severity Location Status

Volatile Code Minor CoinToken.sol: 1608 Acknowledged

Description

The return value of the transfer()/transferFrom() call is not checked.

1608         IERC20(rewardToken).transfer(_marketingWalletAddress, newBalance);

Recommendation

Since some ERC-20 tokens return no values and others return a bool  value, they should be handled with care. We advise

using the OpenZeppelin's SafeERC20.sol  implementation to interact with the transfer()  and transferFrom()

functions of external ERC-20 tokens. The OpenZeppelin implementation checks for the existence of a return value and

reverts if false  is returned, making it compatible with all ERC-20 token implementations.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.

CTC-05 LIVEGREENCOIN
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CTC-06 CONTRACT GAINS NON-WITHDRAWABLE ETH VIA THE
swapAndLiquify  FUNCTION

Category Severity Location Status

Logical Issue Minor CoinToken.sol: 1612 Acknowledged

Description

The swapAndLiquify  function converts part of the contractTokenBalance  CoinToken  to ETH. The other part of

CoinToken  and part of the converted ETH are deposited into the CoinToken-ETH  pool on Uniswap as liquidity. For every

swapAndLiquify  function call, a small amount of ETH is left over in the contract. This is because the price of CoinToken

drops after swapping the first part of CoinToken  into ETH, and the other part of CoinToken  require less than the converted

ETH to be paired with it when adding liquidity. The contract doesn't appear to provide a way to withdraw those ETH, and they

will be locked in the contract forever.

Recommendation

It's not ideal that more and more ETH are locked into the contract over time. The simplest solution is to add a withdraw

function in the contract to withdraw ETH. Other approaches that benefit the CoinToken  holders can be:

Distribute ETH to CoinToken  holders proportional to the number of tokens they hold.

Use leftover ETH to buy back CoinToken  from the market to increase the price of CoinToken .

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-07 POTENTIAL ISSUE IN FEE CHARGING

Category Severity Location Status

Logical Issue Minor CoinToken.sol: 1556 Acknowledged

Description

The function _transfer  will charge a transfer fee. The issue is that when both from  and to  accounts are included in

automatedMarketMakerPairs , the AmountLiquidityFee , AmountTokenRewardsFee , and AmountMarketingFee  will be

accumulated twice:

            if(automatedMarketMakerPairs[from]){ 

                LFee = amount.mul(buyLiquidityFee).div(100); 

                AmountLiquidityFee += LFee; 

                RFee = amount.mul(buyTokenRewardsFee).div(100); 

                AmountTokenRewardsFee += RFee; 

                MFee = amount.mul(buyMarketingFee).div(100); 

                AmountMarketingFee += MFee; 

                DFee = amount.mul(buyDeadFee).div(100); 

                fees = LFee.add(RFee).add(MFee).add(DFee); 

            } 

            if(automatedMarketMakerPairs[to]){ 

                LFee = amount.mul(sellLiquidityFee).div(100); 

                AmountLiquidityFee += LFee; 

                RFee = amount.mul(sellTokenRewardsFee).div(100); 

                AmountTokenRewardsFee += RFee; 

                MFee = amount.mul(sellMarketingFee).div(100); 

                AmountMarketingFee += MFee; 

                DFee = amount.mul(sellDeadFee).div(100); 

                fees = LFee.add(RFee).add(MFee).add(DFee); 

            }

However, the user will only have the fees deducted once:
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            if(automatedMarketMakerPairs[from]){ 

                .... 

                fees = LFee.add(RFee).add(MFee).add(DFee); 

            } 

            if(automatedMarketMakerPairs[to]){ 

                .... 

                fees = LFee.add(RFee).add(MFee).add(DFee); 

            } 

            amount = amount.sub(fees); 

            ...

This will result in an inconsistency between the actual fee charged and the calculated fee and when the fee is swapped it

may fail because the actual fee maybe insufficient.

Recommendation

We recommend adding a check when charging fees:

if(takeFee) { 

  require(!(automatedMarketMakerPairs[from]&&automatedMarketMakerPairs[to]),"both 

from and to account is automatedMarketMakerPairs"); 

  .... 

  .... 

}

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-08 RAISING MINIMUM TOKEN BALANCE FOR DIVIDENDS
DOES NOT UPDATE DIVIDEND RECIPIENTS

Category Severity Location Status

Inconsistency Minor CoinToken.sol: 981 Partially Resolved

Description

For a user to receive dividends, their token balance should exceed the minimumTokenBalanceForDividends  variable. This

variable can be changed via the setMinimumTokenBalanceForDividends()  function.

980     function setMinimumTokenBalanceForDividends(uint256 val) external onlyOwner 

{ 

981         minimumTokenBalanceForDividends = val; 

982     }

However, when minimumTokenBalanceForDividends  is changed, the users that can receive dividends is unchanged. This

means that if minimumTokenBalanceForDividends  is increased, users whose balance is below the new

minimumTokenBalanceForDividends  but above the old minimumTokenBalanceForDividends  can still receive dividends.

Recommendation

We recommend updating the list of dividend recipients when changing the minimumTokenBalanceForDividends  variable.

Alleviation

[Livegreencoin, 01/30/2023]: As the contract is already deployed, the team decided to resolve the issue by removing the

dividend functionality from the project.

This was done by setting the reward fees to 0 in the following transactions:

Buy Fees

Sell Fees

The new whitepaper is under preparation. The dividend part will be transformed and these tokens can be received as part of

a staking pool. The staking pool will consist of the marketing fee. The few hundred dollars in the contract account cannot be

withdrawn through the claim process and this is the case with several tokens as well. Furthermore, the owner will be

transferred to a multi-sign wallet.

[CertiK, 01/30/2023]: The team set the buy and sell fees to 0 to disable the dividends portion of the project. Therefore, token

holders are not able to receive rewards as expected. Furthermore, as the dividend contract holds 5,847,944,487,600,130
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Hungarian Vizsla Inu (HVI), the attacker can exploit the aforementioned vulnerability to lock the tokens in the dividend

contract.

The reason why this issue is only partially resolved is because if the reward fees are ever set to be positive in the future, this

vulnerability will apply again.
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CTC-09 ADDRESSES MEANT TO BE EXCLUDED FROM DIVIDENDS
MAY NOT BE EXCLUDED

Category Severity Location Status

Inconsistency Minor CoinToken.sol: 1325, 1330~1332 Acknowledged

Description

The constructor of the contract CoinToken  excludes the contract's owner, the dead wallet, the UniswapV2 pair, and the

UniswapV2 router from dividends.

        _setAutomatedMarketMakerPair(_uniswapV2Pair, true); 

        ... 

    function _setAutomatedMarketMakerPair(address pair, bool value) private { 

        require(automatedMarketMakerPairs[pair] != value, "Automated market maker 

pair is already set to that value"); 

        automatedMarketMakerPairs[pair] = value; 

        if(value) { 

            dividendTracker.excludeFromDividends(pair); 

        } 

        emit SetAutomatedMarketMakerPair(pair, value); 

    }

1330         dividendTracker.excludeFromDividends(owner()); 

1331         dividendTracker.excludeFromDividends(deadWallet); 

1332         dividendTracker.excludeFromDividends(address(_uniswapV2Router));

However, when changing any of the above key addresses, the new address is not removed from dividends.

Changing the owner:
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37     function transferOwnership(address newOwner) public virtual onlyOwner { 

38         require(newOwner != address(0), "Ownable: new owner is the zero 

address"); 

39         _transferOwnership(newOwner); 

40     } 

41

42     function _transferOwnership(address newOwner) internal virtual { 

43         address oldOwner = _owner; 

44         _owner = newOwner; 

45         emit OwnershipTransferred(oldOwner, newOwner); 

46     }

Changing the dead wallet:

1496     function setDeadWallet(address addr) public onlyOwner { 

1497         deadWallet = addr; 

1498     }

Changing the UniswapV2 router and pair:

1355     function updateUniswapV2Router(address newAddress) public onlyOwner { 

1356         require(newAddress != address(uniswapV2Router), "The router already 

has that address"); 

1357         emit UpdateUniswapV2Router(newAddress, address(uniswapV2Router)); 

1358         uniswapV2Router = IUniswapV2Router02(newAddress); 

1359         address _uniswapV2Pair = IUniswapV2Factory(uniswapV2Router.factory()) 

1360             .createPair(address(this), uniswapV2Router.WETH()); 

1361         uniswapV2Pair = _uniswapV2Pair; 

1362     }

Recommendation

We recommend excluding key addresses from dividends when they are changed.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-10 IMPROPER USE OF TRY/CATCH WHEN SETTING
BALANCES

Category Severity Location Status

Language Specific Minor CoinToken.sol: 1589~1590 Partially Resolved

Description

The try / catch  keywords are used to handle failed external calls and are used in the _transfer()  function when

setting balances of the sender and recipient.

1589         try dividendTracker.setBalance(payable(from), balanceOf(from)) {} 

catch {} 

1590         try dividendTracker.setBalance(payable(to), balanceOf(to)) {} catch 

{}

If one of the above calls failed, such as due to an overflow error or casting error, the transaction will not revert. This may be

an issue as tokens are still transferred between from  and to .

Recommendation

We recommend not using the try / catch  keywords when transferring tokens.

Alleviation

[Livegreencoin, 01/30/2023]: As the contract is already deployed, the team decided to resolve the issue by removing the

dividend functionality from the project.

This was done by setting the reward fees to 0 in the following transactions:

Buy Fees

Sell Fees

The new whitepaper is under preparation. The dividend part will be transformed and these tokens can be received as part of

a staking pool. The staking pool will consist of the marketing fee. The few hundred dollars in the contract account cannot be

withdrawn through the claim process and this is the case with several tokens as well. Furthermore, the owner will be

transferred to a multi-sign wallet.

[CertiK, 01/30/2023]: The team set the buy and sell fees to 0 to disable the dividends portion of the project. Therefore, token

holders are not able to receive rewards as expected. Furthermore, as the dividend contract holds 5,847,944,487,600,130

Hungarian Vizsla Inu (HVI), the attacker can exploit the aforementioned vulnerability to lock the tokens in the dividend

contract.
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The reason why this issue is only partially resolved is because if the reward fees are ever set to be positive in the future, this

vulnerability will apply again.
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CTC-11 MISSING ZERO ADDRESS VALIDATION

Category Severity Location Status

Volatile Code Informational CoinToken.sol: 817, 1323, 1357, 1376, 1497 Acknowledged

Description

Addresses should be checked before assignment or external call to make sure they are not zero addresses.

817         REWARD_TOKEN = _rewardTokenAddress;

_rewardTokenAddress  is not zero-checked before being used.

1323         uniswapV2Pair = _uniswapV2Pair;

_uniswapV2Pair  is not zero-checked before being used.

1357         uniswapV2Pair = _uniswapV2Pair;

_uniswapV2Pair  is not zero-checked before being used.

1376         _marketingWalletAddress = wallet;

wallet  is not zero-checked before being used.

1497         deadWallet = addr;

addr  is not zero-checked before being used.

Recommendation

We advise adding a zero-check for the passed-in address value to prevent unexpected errors.

Alleviation
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[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-12 UNUSED RETURN VALUE

Category Severity Location Status

Volatile Code Informational CoinToken.sol: 1471, 1595~1600, 1670~1677 Acknowledged

Description

The return value of an external call is not stored in a local or state variable.

1471         dividendTracker.processAccount(payable(msg.sender), false);

1595             try dividendTracker.process(gas) returns (uint256 iterations, 

uint256 claims, uint256 lastProcessedIndex) { 

1596                 emit ProcessedDividendTracker(iterations, claims, 

lastProcessedIndex, true, gas, tx.origin); 

1597             } 

1598             catch { 

1599

1600             }

1670         uniswapV2Router.addLiquidityETH{value: ethAmount}( 

1671             address(this), 

1672             tokenAmount, 

1673             0, // slippage is unavoidable 

1674             0, // slippage is unavoidable 

1675             _node, 

1676             block.timestamp 

1677         );

Recommendation

We recommend checking or using the return values of all external function calls.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-13 UPDATING _uniswapV2Pair  WITHOUT CHECKING

EXISTENCE

Category Severity Location Status

Volatile Code Informational CoinToken.sol: 1351 Acknowledged

Description

In function updateUniswapV2Router() , new pair is created without checking existence. If the new pair is already created,

IUniswapV2Factory  will revert the transaction. As a result, the new router will never be set successfully.

Recommendation

We recommend the client to change as below:

function updateUniswapV2Router(address newAddress) external onlyOwner { 

    require( 

      newAddress != address(uniswapV2Router), 

      "TOKEN: The router already has that address" 

    ); 

    uniswapV2Router = IUniswapV2Router02(newAddress); 

    address get_pair = 

IUniswapV2Factory(uniswapV2Router.factory()).getPair(address(this), 

uniswapV2Router.WETH()); 

    if (get_pair == address(0)) { 

        uniswapV2Pair = 

IUniswapV2Factory(uniswapV2Router.factory()).createPair(address(this), 

uniswapV2Router.WETH()); 

    } else { 

        uniswapV2Pair = get_pair; 

    } 

    emit UpdateUniswapV2Router(newAddress, address(uniswapV2Router)); 

}

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-14 MISSING EMIT EVENTS

Category Severity Location Status

Coding

Style
Informational

CoinToken.sol: 33, 37, 980, 1085, 1347, 1375, 1379, 1384, 14

07, 1431, 1482, 1492, 1496, 1500, 1509
Acknowledged

Description

There should always be events emitted in the sensitive functions that are controlled by centralization roles.

Recommendation

It is recommended emitting events for the sensitive functions that are controlled by centralization roles.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-15 INCORRECT swapTokensAtAmount  VALUE

Category Severity Location Status

Inconsistency Informational CoinToken.sol: 1309 Acknowledged

Description

The variable swapTokensAtAmount  is used to determine the threshold for when to swap fees for rewards, liquidity, and

dividends. The documentation states that this threshold is 0.002% of the total supply.

1309         swapTokensAtAmount = totalSupply.mul(2).div(10**6); // 0.002%

However, the implementation actually uses 0.0002%.

Recommendation

We recommend changing the swapTokensAtAmount  variable if the project is meant to use 0.0002%.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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OPTIMIZATIONS LIVEGREENCOIN

ID Title Category Severity Status

CTC-16 Unnecessary Use Of SafeMath
Gas

Optimization
Optimization Acknowledged

CTC-17
Variables That Could Be Declared As

Immutable

Gas

Optimization
Optimization Acknowledged
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CTC-16 UNNECESSARY USE OF SAFEMATH

Category Severity Location Status

Gas

Optimization
Optimization

CoinToken.sol: 81, 394, 411, 430, 458, 459, 477, 478, 498, 

499, 825~827, 830, 845, 850, 872, 889~890, 901, 913~914,

924~925, 932, 935, 1034~1036, 1049~1051, 1053~1055, 1

082, 1138, 1305, 1306, 1309, 1501, 1510, 1563, 1565, 156

7, 1569, 1570, 1573, 1575, 1577, 1579, 1580, 1582, 1584, 

1607, 1614, 1615, 1623

Acknowledged

Description

The SafeMath  library is used unnecessarily. With Solidity compiler versions 0.8.0 or newer, arithmetic operations will

automatically revert in case of integer overflow or underflow.

81 library SafeMath {

An implementation of SafeMath  library is found.

272     using SafeMath for uint256;

SafeMath  library is used for uint256  type in ERC20  contract.

394         _approve(sender, _msgSender(), _allowances[sender]

[_msgSender()].sub(amount, "ERC20: transfer amount exceeds allowance"));

SafeMath.sub  is called in transferFrom  function of ERC20  contract.

272     using SafeMath for uint256;

SafeMath  library is used for uint256  type in ERC20  contract.

825       magnifiedDividendPerShare = magnifiedDividendPerShare.add( 

826         (amount).mul(magnitude) / totalSupply() 

827       );
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SafeMath.mul  is called in distributeCAKEDividends  function of DividendPayingToken  contract.

272     using SafeMath for uint256;

SafeMath  library is used for uint256  type in ERC20  contract.

1034                 uint256 processesUntilEndOfArray = 

tokenHoldersMap.keys.length > lastProcessedIndex ? 

1035                                                         

tokenHoldersMap.keys.length.sub(lastProcessedIndex) : 

1036                                                         0;

SafeMath.sub  is called in getAccount  function of TokenDividendTracker  contract.

272     using SafeMath for uint256;

SafeMath  library is used for uint256  type in ERC20  contract.

1305         

require(buyTokenRewardsFee.add(buyLiquidityFee).add(buyMarketingFee).add(buyDeadFee) 

<= 25, "Total buy fee is over 25%");

SafeMath.add  is called in constructor  function of CoinToken  contract.

Recommendation

We advise removing the usage of SafeMath  library and using the built-in arithmetic operations provided by the Solidity

programming language.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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CTC-17 VARIABLES THAT COULD BE DECLARED AS IMMUTABLE

Category Severity Location Status

Gas Optimization Optimization CoinToken.sol: 791, 1220, 1237 Acknowledged

Description

The linked variables assigned in the constructor can be declared as immutable . Immutable state variables can be assigned

during contract creation but will remain constant throughout the lifetime of a deployed contract. A big advantage of immutable

variables is that reading them is significantly cheaper than reading from regular state variables since they will not be stored in

storage.

Recommendation

We recommend declaring these variables as immutable. Please note that the immutable  keyword only works in Solidity

version v0.6.5  and up.

Alleviation

[Livegreencoin, 01/23/2023]: The team acknowledged the finding and decided not to change the current codebase.
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APPENDIX LIVEGREENCOIN

Finding Categories

Categories Description

Centralization

/ Privilege

Centralization / Privilege findings refer to either feature logic or implementation of components that act

against the nature of decentralization, such as explicit ownership or specialized access roles in

combination with a mechanism to relocate funds.

Gas

Optimization

Gas Optimization findings do not affect the functionality of the code but generate different, more optimal

EVM opcodes resulting in a reduction on the total gas cost of a transaction.

Logical Issue
Logical Issue findings detail a fault in the logic of the linked code, such as an incorrect notion on how

block.timestamp works.

Volatile Code
Volatile Code findings refer to segments of code that behave unexpectedly on certain edge cases that

may result in a vulnerability.

Language

Specific

Language Specific findings are issues that would only arise within Solidity, i.e. incorrect usage of private

or delete.

Coding Style
Coding Style findings usually do not affect the generated byte-code but rather comment on how to

make the codebase more legible and, as a result, easily maintainable.

Inconsistency

Inconsistency findings refer to functions that should seemingly behave similarly yet contain different

code, such as a constructor assignment imposing different require statements on the input variables

than a setter function.

Checksum Calculation Method

The "Checksum" field in the "Audit Scope" section is calculated as the SHA-256 (Secure Hash Algorithm 2 with digest size of

256 bits) digest of the content of each file hosted in the listed source repository under the specified commit.

The result is hexadecimal encoded and is the same as the output of the Linux "sha256sum" command against the target file.
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DISCLAIMER CERTIK

This report is subject to the terms and conditions (including without limitation, description of services, condentiality,

disclaimer and limitation of liability) set forth in the Services Agreement, or the scope of services, and terms and conditions

provided to you (“Customer” or the “Company”) in connection with the Agreement. This report provided in connection with

the Services set forth in the Agreement shall be used by the Company only to the extent permitted under the terms and

conditions set forth in the Agreement. This report may not be transmitted, disclosed, referred to or relied upon by any person

for any purposes, nor may copies be delivered to any other person other than the Company, without CertiK’s prior written

consent in each instance.

This report is not, nor should be considered, an “endorsement” or “disapproval” of any particular project or team. This report

is not, nor should be considered, an indication of the economics or value of any “product” or “asset” created by any team or

project that contracts CertiK to perform a security assessment. This report does not provide any warranty or guarantee

regarding the absolute bug-free nature of the technology analyzed, nor do they provide any indication of the technologies

proprietors, business, business model or legal compliance.

This report should not be used in any way to make decisions around investment or involvement with any particular project.

This report in no way provides investment advice, nor should be leveraged as investment advice of any sort. This report

represents an extensive assessing process intending to help our customers increase the quality of their code while reducing

the high level of risk presented by cryptographic tokens and blockchain technology.

Blockchain technology and cryptographic assets present a high level of ongoing risk. CertiK’s position is that each company

and individual are responsible for their own due diligence and continuous security. CertiK’s goal is to help reduce the attack

vectors and the high level of variance associated with utilizing new and consistently changing technologies, and in no way

claims any guarantee of security or functionality of the technology we agree to analyze.

The assessment services provided by CertiK is subject to dependencies and under continuing development. You agree that

your access and/or use, including but not limited to any services, reports, and materials, will be at your sole risk on an as-is,

where-is, and as-available basis. Cryptographic tokens are emergent technologies and carry with them high levels of

technical risk and uncertainty. The assessment reports could include false positives, false negatives, and other unpredictable

results. The services may access, and depend upon, multiple layers of third-parties.

ALL SERVICES, THE LABELS, THE ASSESSMENT REPORT, WORK PRODUCT, OR OTHER MATERIALS, OR ANY

PRODUCTS OR RESULTS OF THE USE THEREOF ARE PROVIDED “AS IS” AND “AS AVAILABLE” AND WITH ALL

FAULTS AND DEFECTS WITHOUT WARRANTY OF ANY KIND. TO THE MAXIMUM EXTENT PERMITTED UNDER

APPLICABLE LAW, CERTIK HEREBY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY,

OR OTHERWISE WITH RESPECT TO THE SERVICES, ASSESSMENT REPORT, OR OTHER MATERIALS. WITHOUT

LIMITING THE FOREGOING, CERTIK SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES OF

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT, AND ALL

WARRANTIES ARISING FROM COURSE OF DEALING, USAGE, OR TRADE PRACTICE. WITHOUT LIMITING THE

FOREGOING, CERTIK MAKES NO WARRANTY OF ANY KIND THAT THE SERVICES, THE LABELS, THE

ASSESSMENT REPORT, WORK PRODUCT, OR OTHER MATERIALS, OR ANY PRODUCTS OR RESULTS OF THE

USE THEREOF, WILL MEET CUSTOMER’S OR ANY OTHER PERSON’S REQUIREMENTS, ACHIEVE ANY INTENDED

RESULT, BE COMPATIBLE OR WORK WITH ANY SOFTWARE, SYSTEM, OR OTHER SERVICES, OR BE SECURE,

ACCURATE, COMPLETE, FREE OF HARMFUL CODE, OR ERROR-FREE. WITHOUT LIMITATION TO THE
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FOREGOING, CERTIK PROVIDES NO WARRANTY OR UNDERTAKING, AND MAKES NO REPRESENTATION OF ANY

KIND THAT THE SERVICE WILL MEET CUSTOMER’S REQUIREMENTS, ACHIEVE ANY INTENDED RESULTS, BE

COMPATIBLE OR WORK WITH ANY OTHER SOFTWARE, APPLICATIONS, SYSTEMS OR SERVICES, OPERATE

WITHOUT INTERRUPTION, MEET ANY PERFORMANCE OR RELIABILITY STANDARDS OR BE ERROR FREE OR

THAT ANY ERRORS OR DEFECTS CAN OR WILL BE CORRECTED.

WITHOUT LIMITING THE FOREGOING, NEITHER CERTIK NOR ANY OF CERTIK’S AGENTS MAKES ANY

REPRESENTATION OR WARRANTY OF ANY KIND, EXPRESS OR IMPLIED AS TO THE ACCURACY, RELIABILITY, OR

CURRENCY OF ANY INFORMATION OR CONTENT PROVIDED THROUGH THE SERVICE. CERTIK WILL ASSUME

NO LIABILITY OR RESPONSIBILITY FOR (I) ANY ERRORS, MISTAKES, OR INACCURACIES OF CONTENT AND

MATERIALS OR FOR ANY LOSS OR DAMAGE OF ANY KIND INCURRED AS A RESULT OF THE USE OF ANY

CONTENT, OR (II) ANY PERSONAL INJURY OR PROPERTY DAMAGE, OF ANY NATURE WHATSOEVER, RESULTING

FROM CUSTOMER’S ACCESS TO OR USE OF THE SERVICES, ASSESSMENT REPORT, OR OTHER MATERIALS.

ALL THIRD-PARTY MATERIALS ARE PROVIDED “AS IS” AND ANY REPRESENTATION OR WARRANTY OF OR

CONCERNING ANY THIRD-PARTY MATERIALS IS STRICTLY BETWEEN CUSTOMER AND THE THIRD-PARTY

OWNER OR DISTRIBUTOR OF THE THIRD-PARTY MATERIALS.

THE SERVICES, ASSESSMENT REPORT, AND ANY OTHER MATERIALS HEREUNDER ARE SOLELY PROVIDED TO

CUSTOMER AND MAY NOT BE RELIED ON BY ANY OTHER PERSON OR FOR ANY PURPOSE NOT SPECIFICALLY

IDENTIFIED IN THIS AGREEMENT, NOR MAY COPIES BE DELIVERED TO, ANY OTHER PERSON WITHOUT

CERTIK’S PRIOR WRITTEN CONSENT IN EACH INSTANCE.

NO THIRD PARTY OR ANYONE ACTING ON BEHALF OF ANY THEREOF, SHALL BE A THIRD PARTY OR OTHER

BENEFICIARY OF SUCH SERVICES, ASSESSMENT REPORT, AND ANY ACCOMPANYING MATERIALS AND NO

SUCH THIRD PARTY SHALL HAVE ANY RIGHTS OF CONTRIBUTION AGAINST CERTIK WITH RESPECT TO SUCH

SERVICES, ASSESSMENT REPORT, AND ANY ACCOMPANYING MATERIALS.

THE REPRESENTATIONS AND WARRANTIES OF CERTIK CONTAINED IN THIS AGREEMENT ARE SOLELY FOR THE

BENEFIT OF CUSTOMER. ACCORDINGLY, NO THIRD PARTY OR ANYONE ACTING ON BEHALF OF ANY THEREOF,

SHALL BE A THIRD PARTY OR OTHER BENEFICIARY OF SUCH REPRESENTATIONS AND WARRANTIES AND NO

SUCH THIRD PARTY SHALL HAVE ANY RIGHTS OF CONTRIBUTION AGAINST CERTIK WITH RESPECT TO SUCH

REPRESENTATIONS OR WARRANTIES OR ANY MATTER SUBJECT TO OR RESULTING IN INDEMNIFICATION

UNDER THIS AGREEMENT OR OTHERWISE.

FOR AVOIDANCE OF DOUBT, THE SERVICES, INCLUDING ANY ASSOCIATED ASSESSMENT REPORTS OR

MATERIALS, SHALL NOT BE CONSIDERED OR RELIED UPON AS ANY FORM OF FINANCIAL, TAX, LEGAL,

REGULATORY, OR OTHER ADVICE.
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CertiK Securing the Web3 World

Founded in 2017 by leading academics in the field of Computer Science from both Yale and Columbia University, CertiK is a

leading blockchain security company that serves to verify the security and correctness of smart contracts and blockchain-

based protocols. Through the utilization of our world-class technical expertise, alongside our proprietary, innovative tech,

we’re able to support the success of our clients with best-in-class security, all whilst realizing our overarching vision; provable

trust for all throughout all facets of blockchain.
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